Countersecurity

As the incidence and effectiveness of monkeywrenching increases, targets will be “hardened”
with the addition of various security measures. A basic knowledge of how to defeat these security
additions is therefore important to a successful campaign of ecotage.

Locks

Because of their low cost, various types of padlocks are used to secure gates, equipment sheds,
and heavy equipment. Much earth moving equipment is designed to allow the owner to put pad-
locks on all the standard access points like fuel tank and radiator caps, oil dipstick, and trans-
mission and oil pan filler tubes. In addition, many machines have metal doors that can be locked
to block access to the cab or engine compartment. There are two methods for defeating locks.
jamming or forcing.

Jamming: Any glue that dries hard within a couple of hours is suitable for jamming locks.
The “liquid metal” type is usually good. Whatever glue you use, force it into the keyway by one
of two methods as seen in illustration 9.1. The syringe applicator (A) is very handy, but due to
higher unit cost, should only be used where few locks are to be jammed. The large tubes can
be modified by drilling a small hole in the cap (B) to direct a narrow stream of glue into the
lock. These are best when many locks are to be jammed. A single earth mover can have six to
ten padlocks securing all vulnerable parts of it. See also the section on Lock Jamming in the
Miscellaneous Deviltry chapter.

Forcing: A battery-powered electric drill with a new 1/8 inch high speed drill bit can be used
to force open most locks as in illustration 9.1. Most keyed locks are pin-tumbler types whose basic
operating principle can be seen in (C). When a key is inserted, it pushes up on spring-loaded pins
of various lengths. When the tops of these pins are in perfect alignment with the “shear line,” the
entire “plug” in which the key is inserted can be turned and the lock opened. In most locks, all
of these parts are made of brass to prevent corrosion, and its relative softness makes drilling
easy. As you can see in (D), the drill is used to destroy the pins along the shear line. Be careful
not to drill too deeply into the lock since this can damage the locking bar deep inside making
it impossible to open. Drill in only to the depth of the keyway (3/4-inch in most padlocks). A
“drill stop” found with the power tools in a hardware store can be used to pre-set this depth and
prevent drilling too deep.

Inserting a pin, like a nail, will keep the damaged remains of the top pins above the shear line.
Otherwise they will drop down and prevent the lock from opening. You may need to put the drill
bit in a couple of times to chew up any pin fragments that might interfere with opening.

Finally, insert a narrow-bladed screwdriver (F) into the keyway and turn it to open the lock.
Before using this method in the field, buy a cheap padlock or two and practice at home.
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Field Notes
« Large bolt cutters can be used to slice open a padlock.

« Some monkeywrenchers say a much easier way to remove unwanted padlocks is with a
crescent wrench. Just slip the jaws, from the side, over the brass body of the lock and twist.
The hasp is made of hardened steel which is hard to cut but brittle. You can supposedly
break a lock in seconds with an 8 inch crescent wrench (called a shifter in Australia).

« The use of lock picks can provide access to many outdoor and indoor secured areas and
equipment. A basic set consisting of several rake picks, feeler picks, base keys, and tor-
sion wrenches can take care of many pin cylinder type locks. The procedures and practice
techniques are described in Lock Picking Simplified (Desert Publications, 1975) available
from mail-order outfits like Loompanics. One monkeywrencher reports, “In the year since
making my first lock picks, I have opened about 30 locks”

“The practice should focus on constant but light pressure on the torsion wrench, and judging
the correct depth of insertion to insure that the farthest pin will be depressed. The door locks and
padlocks used in my practice have usually been opened in less than a minute. Several rusty locks
took considerably more time. However, the time used in attempting to pick these locks would
appear to be justified before using destructive techniques. A small section of hacksaw blade used
similar to a rake pick, can be used to open locks with small keyways.”

Combination Locks

You may also encounter the combination-type padlock as seen in illustration 9.2. To “jam”
these, pry off the dial face. Although this can be accomplished with one screwdriver, two make
the job easier. First insert a narrow-bladed screwdriver behind the dial face (A). After it is pried
up sufficiently, insert a second, heavier screwdriver (B) to finish the job. Without a dial face, the
lock owner will be unable to open the lock without forcing it.

These locks can often be opened with the same drill and bit described previously. Note how
the notch in the shackle (D) is locked in place by a spring-loaded bolt (E). By drilling a hole in
the back of the lock case directly over the bolt (F), you can insert a small nail and push the bolt
back out of the notch in the shackle (G) and the lock will open.

Some expensive high security combination padlocks are designed to prevent prying the dial
face off, and have two locking bolts, one on each side of the shackle. These can still be jammed
by drilling a hole in the back of the casing and forcing glue inside.

Fences

Garages and parking areas for heavy equipment, and offices are often protected by fenced
yards or compounds. The most common type of fence is made of chain-link “fabric” with openings
of 2 inches or less to make climbing difficult. Seven feet is the minimum effective height. Often
a “top guard” is added, consisting of an angled brace (or two) holding either barbed wire or the
newer barbed tape. These fences can be climbed with the aid of a ladder. If you plan to climb the
fence without a ladder, wear tennis shoes for the best grip.
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The top guard wire can either be cut, or covered with a scrap of old carpet and climbed over.
If you chose to cut it, use good bolt cutters. The newest type of barbed tape is reinforced with a
steel cable core that wire cutters cannot cut, but bolt cutters slice right through.

It is also a simple matter to cut through the chain-link fabric, and a hole sufficiently large
to pass through can be made in less than half a minute. Never buy cheap bolt cutters to do this,
for they will eventually let you down. Remember that any cutting, unless hidden in a low or
concealed spot of a rarely patrolled fence, will reveal your presence the next morning. By cutting
only at the bottom (just enough to allow you to crawl under) you can minimize this problem.
Also, you can carry a few scraps of wire to tie the fence fabric back to a semblance of its former
condition, perhaps delaying discovery.

The gates on these fenced compounds can usually be quickly forced open with a 6-foot pry
bar. In an emergency, a car or pickup truck can easily drive through either a gate, or directly
through the chain-link fabric itself, sustaining little more than a few paint scratches.

Field Notes

« It is much faster to cut a hole in chain-link fencing than to try to get three to five people
over the fence. When cutting chain-link fence, use small bolt cutters or a fence tool and
cut the same vertical strand of wire repeatedly each time it slants to the left or right (not
both). You will need to cut the bottom tension wire also. Study how chain-link fences are
constructed. Watch for electrified or alarmed fences.

« If chain-link fences must be climbed, running shoes with knobby soles help. The old Adidas
TRX model was great.

Lighting

The presence of security lighting often reveals the location of a sensitive target. The effective-
ness of security lighting in bad weather is minimal. Time your hit accordingly.

If necessary, these lights can be knocked out, even if mounted high on a pole or the side of a
building. An air rifle firing BBs can break an exposed bulb. It is best to avoid using air rifles firing
either .177 or .22 caliber pellets, even though these are more effective, because these soft lead
pellets pick up distinctive rifling marks as they pass through the barrel and can often be matched
back to a specific gun.

A slingshot is probably best for knocking out lights, but it requires practice to develop the
necessary accuracy (see section on Slingshots in the Miscellaneous Deviltry chapter). Also, some
security lights are protected by a piece of Plexiglas to deflect low-velocity projectiles.

Closed-Circuit Television

Before penetrating any fence, develop the habit of checking for CCTV surveillance. These
cameras are mounted high on poles or the sides of buildings to prevent tampering, and may
be concealed by a round or box-like weatherproof covering. The effectiveness of CCTV surveil-
lance is severely limited by bad weather. Also, right-angle corners of fences might create a blind
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spot through which you can quickly move. Study the layout carefully. To prevent blind spots at
corners, some fences avoid the 90-degree turn and use three 30-degree bends at corners.

Alarms

Although many types of alarm sensors are visible from the outside of a structure (like the
metal foil on windows), some are not readily detected. The surest way to check for presence of
an alarm is to force entry. This may trip lights, bells, or sirens. If it does not, there may still be a
silent alarm system in place designed to summon guards or police without alerting the intruder.
These can be detected by forcing entry and hiding a safe distance away to see if someone arrives
to check out the target. Most responses occur within a half hour, usually substantially less.

Of course if your hit is to be quick, like breaking windows to toss in paint bags, an alarm will
not deter you since you’ll be long gone before someone arrives.

Before climbing or cutting fences, check to see that they are not wired to an alarm system.
Any heavy wire or conduit attached to the fence from four to five feet above the ground (as seen
in illustration 9.3 A) could indicate an alarm system designed to detect both climbing and cutting.
If you look farther, you will find sensors attached at intervals (see B, C, & D).

These can be circumvented by digging under the fence, but you must be careful not to bump
the fence. Another way to neutralize this type of system is to trigger numerous false alarms by
shaking the fence and quickly leaving the area. Enough false alarms might bring about the shut-
down of the system. Since high winds can trigger these alarms, windy nights are the best times
to do this. In addition, numerous false alarms on a windy night can cause immediate shutdown,
allowing you to enter later that same night.

Field Note

In urban areas watch for passive infrared motion and heat detectors. Several different types
are currently in use. They can be wired to turn on lights, sound horns, or quietly notify a guard
at a security station.

Guards

Most security guards work for only about minimum wage, and bring little enthusiasm to the
job with them. A lot of them are pensioners seeking extra income, and retired cops. A surprising
number are ex-cons and wackos who want to carry guns but are too unstable to be hired by police
agencies. You never know what type you’ll encounter, so always be cautious if you suspect they
might be in the area.

Monitoring is boring, and the long hours tend to dull the senses. The guards who manage to
stay awake often do so with the aid of television, radio, or magazines, all of which greatly hinder
their effectiveness.

Some guards remain relatively stationary, guarding a specific building or heavy equipment
parking lot. Others patrol irregularly, often using pickup trucks at remote sites. All have a ten-
dency to hang out near well-lit areas or in the nearby shadows. Sometimes making a complete
circuit of a target will reveal the silhouette of a guard’s truck parked with a view of the target.
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Always be patient when looking for security guards. The slightest sound or glow of a cigarette
will often tip you off to their presence. If you have not been able to locate any guards, but are
still unsure, use your flashlight or make some loud noise to see if you can draw them out. Make
sure you have a concealed escape route handy.

If a guard is sitting too close to your target, you may want to consider using lights and noise
to decoy him away — especially if your hit is to be a smash-and-run type. Remember to close
your eyes in those brief moments when using a flashlight as a decoy or bait, to prevent loss of
night vision.
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Among the tools useful in your check for guards is a flashlight equipped with a red lens, or
covered with electrical tape so that it emits only a pinhole of light. With these you can illumi-
nate small things without alerting a guard. Another useful piece of equipment is a good pair of
binoculars. For maximum light-gathering at night, they should have fully coated optics and an
objective lens of at least 50 millimeters.
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If, despite your precautions, you are surprised by a security guard or other self-appointed
guardian of the mindless machine, your best option is immediate flight. When running at night,
keep one or both arms fully extended in front of you to prevent being slapped in the face by a tree
limb or worse. A heavy jacket provides good protection from unseen obstacles. (This writer once
ran full tilt into a barbed wire fence that was invisible on a moonless night. The fence bowed
almost to the ground, then sprang back up, leaving me standing a bit surprised, but none the
worse for wear thanks to the heavy army-surplus jacket I wore.)

Finally, an inexpensive, battery-powered device, worn on a cord around your neck, can make
it difficult for a pursuer to follow you in the night. Pointed at a pursuer on a dark night, a compact
strobe light (as is used as a flash attachment for 35 mm cameras) can cause him to lose his night
vision. You, of course, should keep your eyes closed when flashing the unit. Many types are
available, so shop around. Look for one that is easily operated manually (by a small push button)
and can be used while wearing gloves.

Field Notes

« Tear gas type CS or CN, or electronic stun guns could be used to over-power a guard or
watchman. This is illegal but as a last resort it might save you from the greybar hotel. Tear
gas does no permanent damage. If you were ultimately arrested and convicted, however,
you would probably face additional charges of assault and battery, thereby lengthening
your stay in the greybar hotel. Use of such a device would at the least argue against proba-
tion, and likely would send you to a medium or maximum instead of a minimum security
prison. While minimum security facilities are not country clubs, they seem like Club Med
compared to a maximum security prison. Use of such devices, therefore, cannot be recom-
mended.

« The absolute best approach is to run like hell.

Guard Dogs

In recent years, guard dogs have become a popular way of securing fenced areas in and around
urban centers. Because of this, any fenced compound should be checked for the possible presence
of these dogs.

Guard dogs are usually males, weighing 70 pounds or more, and of a working breed, German
Shepherds and Dobermans being the favorites. Because of the recent boom in the guard dog
business, quality has suffered. It is estimated that fewer than one in four German Shepherds is
really suitable for this type of work. And since many clients base their choice on cost alone, they
often get an inferior guard dog.

Guard dogs are often delivered to the site in the evening, and picked up in the morning.
Surveillance can reveal the comings and goings of these vehicles. Also, many times a sign will
be posted at a gate warning of the presence of guard dogs. In large fenced areas, guard dogs will
work in pairs, the weaker dog taking his cue from the stronger.

Another way to check for guard dogs is to lure them into view. Well-trained dogs will not
approach the fence, but will hang back or report to a specific place, or “station,” to wait for
the potential intruder to get well inside the fenced area. Despite this, they can usually be lured
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into view as a way to check for their presence. A “silent” dog whistle, available at all pet stores
(illustration 9.4) is one way to check. Simply shaking the fence, or throwing rocks inside the
fenced compound, simulating the sounds of an intruder, can bring a guard dog into view.

If the target protected by the dog is worth the effort, there are several ways to neutralize
them. They are based on luring the dog to a selected area along the fence. Although these dogs are
usually trained to stay back from the fence, and are further trained not to pick up food baits (called
“poison-proofing”), the boredom of their job often makes them more amenable to luring. Meat
baits delivered regularly to a certain area will establish a pattern of visits by the dog. Or, “house-
breaking” spray, bought at pet stores, can be sprayed on a section of the fence. This imitation
urine can make a dog curious, and cause him to mark his scent posts regularly. And of course,
there is the classic bitch in heat which has proven the downfall of many a protection dog.

Following are some methods for neutralizing a dog lured close to the fence:

Noose pole — The noose poles described in the Trapping section of the Animal Defense
chapter can be used to snare an unwary guard dog. Since many of these dogs are trained by
“agitation,” frequently by waving a rag or burlap sack in their face, you should try to provoke
them into grabbing a burlap sack offered on the end of a pole (illustration 9.5a). Once you have
begun a tug-of-war with the dog, slip the noose over his neck and tighten (9.5b). Finally, pull the
dog up to the fence, and secure him there with a sturdy piece of wire, a carabiner, or a heavy-duty
leash clip (9.5¢).

Hidden traps — Standard leg-hold traps can be chained to the fence and slid inside. Covered
with a cloth, they will not be immediately visible to the dog. Use only the Victor “soft catch” type
(illustration 9.6a) or a standard trap with added cloth padding on the jaws (9.6b). Kick the fence
and make noise to agitate the dog, then lead him down to the section of the fence with the traps.
Once the dog has been caught, leave the area immediately. He will settle down and wait to be
released in the morning. The padding on the traps will prevent injury. Penetrate the compound
at a different point and remain out of view of the dog when working.
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Tranquilizers — Dogs that will accept meat baits can be slipped tranquilizers early in the
evening, allowing you time for the drug to take effect. Adding a little garlic to a meat bait can
make it even more attractive to most dogs.

The most effective tranquilizers for oral administration are the CNS depressants derived from
Phenothiazine or Promazine. These include:

Propiopromazine HCL (Tranvet)

Triflupromazine HCL (Vetame)

Acetylpromazine (Acepromazine)

Chlorpromazine (Thorazine)

Valium

These are all rated “relatively nontoxic.” Clinical dosages for sedative effect would be less
than 100 mg for a large dog. Actual field use would require more, up to 600 mg. The effects
will be noticed within 15 minutes of ingestion and include ataxia (loss of coordination) in the
hindquarters, drooping eyelids, and eventually, lying down. Fullest effect can take from 30 to 60
minutes.

Tranquilized dogs are best snared and then secured by means of a chain and heavy clip.
Lightweight snaps and nylon webbing are not sufficient to hold a large dog.

The aforementioned drugs are available by prescription only. You will need to have a sym-
pathetic vet, or try to get tranquilizers from a vet by explaining that you are driving a friend’s
large dog cross country and that the dog needs sedatives before he’ll ride in a car. Thorazine and
valium are, of course, prescribed for humans, so they may be obtainable from other sources than
veterinarians. Many drugs are available without a prescription in Mexico.

Force method — Using this technique, an intruder dresses and arms himself to meet the dog
head on, if necessary, and frighten him off. A variety of gear and weapons make this possible.
Police use variations of this method in raids where criminal suspects own vicious dogs.
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Special Ladder — Ilustration 9.7 shows a specially built ladder with widely spaced rungs that
a dog cannot climb. This is an aid to escape, should that become necessary.

Protection Sleeve — Homemade protection sleeves are made of a thick inside layer of soft cloth
and a durable exterior of heavy canvas or old car tire (see illustration 9.8). The sleeve is held out
to the attacking dog, who will grab it and then become more vulnerable to blows or the effects
of specialized weapons.
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Full Protection Suits — Used to train guard and police dogs, these padded suits cover the body
from neck to ankle. They can be purchased for several hundred dollars from veterinary and dog
training supply houses (like Animal City, PO Box 1076, La Mesa, CA 92041). These are best worn
with heavy boots, and a few trainers recommend a motorcycle helmet. They do provide excellent
protection from attacking dogs, especially when combined with a protection sleeve that the dog
can pull off.

Stun Guns — Where legal, the electronic stun gun can be purchased over-the-counter at pawn
shops and some gun shops. The best models discharge over 40,000 volts at an amperage so low
that they can be safely used (or so the manufacturers say) on someone wearing a pacemaker.
They have a tremendous immobilizing capacity, and are best applied to a dog’s nose after he has
taken hold of the protection sleeve. (At the present time, these “stun guns” are being sold legally
in Arkansas, and probably in several other states as well.)

Pepper Sprays — These are far more effective on dogs than tear gas (which is illegal in most
states, anyway). The type the postal service uses is available through W.S. Darley & Co., 2000
Anson Drive, Melrose Park, IL 60160. Another brand is available through Bushwhacker Backpack
and Supply Co., PO Box 4721, Missoula, MT 59806. These sprays contain the active ingredient
of red pepper, and are the subject of research for “bear repellents.” To be effective on a dog, the
spray must be directed at the eyes. It does no permanent damage.

If Attacked by a Guard Dog

If attacked by a guard dog, observe the following procedures: Do not run unless you have a
short way to go to safety and a good head start. Dogs can run very fast.

Shout “No!” as loudly as you can as the dog approaches — he may automatically respond to
this command by hesitating or stopping. If he stops, command him to “Sit!”

Offer your padded sleeve to the dog. Once he grabs it, use your pepper spray, stun gun, or
your booted foot and a club to strike him on the nose, in the throat, or in the abdomen (just below
the rib cage).

Retreat to safety when possible. Do so at a half-turn so you can keep the protective sleeve
between you and the dog.

Most dogs will cease their attack if the victim stands perfectly still for a time varying from a
few seconds to a minute. Some people have escaped by slipping out of the sleeve and letting the
dog have it.

As a last resort, remember that a car or truck can be driven through a chain-link fence or gate
to rescue someone attacked by a dog.

— Major EJ. Allen

Field Note

A battery-powered shock rod or cattle prod could keep you from being attacked by a dog.
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