DRONES AND ROBOTS

Police departments and law enforcement agencies are increasingly collecting our
personal information with remote-controlled, and sometimes autonomous, Robots and
Drones (also called unmanned aerial vehicles). While these devices, especially patrol
robots, might look like a fun photo op, they often are equipped with myriad spying
technologies, including high definition, live-feed video cameras, thermal infrared video
cameras, heat sensors, devices that register wifi pings for cellular devices, and
automated license plate readers. This enables sophisticated and persistent surveillance.
They can also be equipped with cell-phone interception technology. Captured data can
later be scrutinized with backend software tools like license plate readers and face
recognition technology. There even have been proposals for law enforcement to attach
lethal and less-lethal weapons to drones and robots.
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Drones and robots vary greatly in size, shape, and movement. They include tiny
quadrotors, small treaded vehicles, robotic dogs, large rolling cylinders, and large fixed-
wing aircraft. Drones in flight are harder to spot than airplane or helicopter surveillance
and can sometimes stay in the sky for a longer duration. Some drones are tethered to
the ground with a very thin wire so that they do not need to land to recharge their
batteries. Robots can be deployed by police for specific operations. Autonomous units,
like Knightscope robots, can be set to patrol areas like parks or parking garages.

Drones and robots are substantially different from manned aircraft and landcraft. They
are generally smaller, less expensive, and faster to deploy. Drones are more able to fly at
low altitudes, and some can fly indoors. Drones and robots usually have a video camera
attached to them, not just for surveillance, but for the operator to view through the
camera to control the device. Some drones and robots are also autonomous: they can
roll or fly, and perform certain functions, without continuous operator engagement.
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A Boston Dynamics quadripedal robot at the International Association of Chiefs of Police

2023 conference.

Civil agencies often use drones to survey land, monitor animal populations, or in training
exercises with employees. Many academic institutions acquire drones for educational
purposes. Private parties often use drones for recreation, research, and journalism. On
some occasions, private individuals have used drones to spy on people through
windows.

Police are using robots in situations deemed potentially dangerous, like raids or
handling suspected explosive devices. Police and others also are using robots as rolling
surveillance for situational awareness, or to ease the fears of pedestrians in remote areas
with limited foot traffic.

The disconcerting surveillance technologies that can be attached to drones and robots
allow highly advanced and near-constant surveillance.
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Drones and robots can be equipped with many types of surveillance equipment that
can collect high definition video and still images day and night. They also can be
equipped with technology allowing them to intercept cell phone calls, determine GPS
locations, and gather license plate information. Authorities are experimenting with ways
that drones can be used to determine whether individuals are carrying guns. Synthetic-
aperture radar can identify changes in the landscape, such as footprints and tire tracks.
Some drones are even equipped with facial recognition.

Autonomous drones and robots collect a vast amount of data just to safely move
around. This creates massive new data streams that police will seek to tap into. For
example, police in San Francisco get footage collected from autonomous vehicles.

Drones were originally used by military and intelligence agencies, but are now regularly
used by federal, state, and local public safety agencies. Federal users include the FBI,
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Remote-controlled robots also became commonplace. For example, military and police
bomb disposal robots pick up or investigate suspicious and possibly explosive packages.
In 2016, the Dallas Police Department strapped an improvised explosive to one of these
robots in order to kill a suspect during an armed standoff. This opened the door for a
number of police proposals to deploy similar deadly force with their robots. Others seek
to arm robots with firearms intended to break down doors, but which are also capable
of firing live rounds at people.

According to the Atlas of Surveillance, more than 1,200 law enforcement agencies in the
United States operate a drone program. Drones are also used by fire departments, code
enforcement agencies, and other government agencies.

Law enforcement agencies use drones for mass surveillance, crime investigation, search
and rescue operations, locating stolen goods, and surveying land and infrastructure. In

one 2017 case, Virginia police used a drone equipped with thermal imaging to locate a

suspect hiding in the woods. Some police departments may purchase pairs of drones,

which can be used to create 3-D images.

One report from the state of Minnesota may be a window into how police departments
use drones. It found that 93 law enforcement agencies from across the state deployed
drones 1,171 times in 2020—with an accumulative price tag of almost $1 million. The vast
majority of the drone deployments were not for the public safety disasters that so many
departments cite to justify drone use. Rather, almost half (506) were just for “training
officers.” Other uses included information collection based on reasonable suspicion of
unspecified crimes (185), requests from other government agencies unrelated to law
enforcement (41), road crash investigation (39), and preparation for and monitoring of
public events (6 and 12, respectively). There were zero deployments to counter the risk of
terrorism. Police deployed drones 352 times in the aftermath of an “emergency” and 27
times for “disaster” response.

There are increasing numbers of calls by police departments and drone manufacturers
to arm remote-controlled drones. After wide-spread backlash including resignations
from its ethics board, drone manufacturer Axon in 2022 said it would pause a program
to develop a drone armed with a taser to be deployed in school shooting scenarios.
We're likely to see more proposals like this, including drones armed with pepper spray
and other crowd control weapons.
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U.S. Customs and Border Protections (CBP) uses drones to patrol the borders, and is
looking into drones with facial recognition. CBP also has used a sophisticated Vehicle
and Dismount Exploitation Radar (VADER) surveillance system, initially created for use
in the war in Afghanistan, to detect people from as high as 25,000 feet.

In 2017, the U.S. Secret Service announced that it would incorporate drones into its
overhead security-monitoring efforts. It planned to use a drone with electro-optical and
infrared cameras on a microfilament tether during then-President Trump's visits to his
golf club in New Jersey, in spite of the risk of privacy violations of residences located
within range.

Agencies with drones lend them to other law enforcement bodies. For example, in 2013
EFF reported that CBP had loaned its drones to external agencies some 500 times in
three years. Similarly, police used CBP drones surveil racial justice protests in
Minneapolis.
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Some law enforcement agencies and vendors are developing plans to deploy a drone to
the site of all service calls before police or other emergency personnel arrive. Doing so
may require installation of drone stations every few miles throughout an area. Marketed
as a "drone as first responder" program, the system ostensibly allows police to assess a
situation-whether it's dangerous or requires police response at all-before officers arrive
at the scene.

Data from the Chula Vista Police Department in Southern California, which pioneered
the model, shows that drones frequently respond to domestic violence, unspecified
disturbances, and requests for psychological evaluations. Likewise, flight logs indicate
the drones are often used to investigate crimes related to homelessness. The
Brookhaven Police Department in Georgia also has adopted this model. As of late 2022,
the Clark County Sheriff in Nevada planned to purchase 400 drones for this use.

Who Sells Drones

According to Business Insider in 2017, the world’s largest commmercial drone maker was
D3I, while AeroVironment was the largest manufacturer for the military. Since then the
industry has been booming. The flood of money to municipalities from the federal
government to contend with both the COVID-19 pandemic and its economic fallout
meant a large influx of departments using relief money to buy equipment, including
requesting drones. Other popular drone manufacturers include 3D Robotics, Sensefly,
Yuneec, Aerial Imaging Solutions, and Draganfly. According to FAA records, these are

the most common brands used by domestic government agencies.

Many major defense contractors—including General Dynamics, Boeing, L3, and
Lockheed Martin—sell drones to the federal government. Federal agencies patrolling the
border have often used Predator drones manufactured by General Atomics, which have
in turn been loaned to local and state law enforcement agencies.

Threats Posed hy Drones and Robots

Drones and robots pose a multitude of privacy risks because they amass large amounts
of personal data about identifiable people, including those engaging in constitutionally
protected activity, even though they are not suspected of any crime.
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drones. Some require police to get a warrant in most circumstances, and limit police
retention and disclosure of collected information. Unfortunately, most states lack such
protections.

However, the concern remains that drones might be used for more generalized
surveillance. This includes the possibility that video of bystanders collected incidentally
to search and rescue operations, land surveying, or police chase operations may be
subjected to face recognition or other forms of biometric analysis.

In relation to aerial surveillance, though not necessarily drones, the U.S. Fourth Circuit in
2021 ruled in Leaders of a Beautiful Struggle v Baltimore Police Department that
perpetual aerial surveillance of an entire city violated the Fourth Amendment.

EFF's Work on Drones and Rohots

We began sounding the alarm about the government's domestic use of drones back in
2011, and more recently began to object to various law enforcement uses of robots.

Transparency

We sued the U.S. Department of Transportation and the Federal Aviation Administration
for data on drone certifications and authorizations, including information on applicants,
the types of drones agencies wanted to fly, and the types of purposes. This prompted
the FAA to release thousands of pages of records, giving us insight on the surveillance
capabilities of drones, and even how drones are used by universities.

We also sued the U.S. Department of Homeland Security to learn more about CBP's
drone lending program, where it provides drones to other agencies with little or no
oversight.

In 2012, we partnered with MuckRock and launched the 2012 Drone Census,
encouraging people to file public records requests with their own police agencies. 375
public records requests were filed.

Legislation

We have supported legislation in various states, including California and Washington,
restricting drone use to protect people’s privacy.
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EFF strongly opposes police use of armed robots and drones. History shows that
technologies slated to be used only in rare emergency situations end up becoming a

permanent fixture of everyday policing. We vocally opposed Axon's proposal to arm
drones with tasers, as well as Oakland, California’s police proposal to deploy deadly force
via a robot armed with a firearm. We were instrumental in pushing San Francisco to
temporarily ban police from deploying deadly force via armed robot.

EFF Cases

EFF v. US. Department of Transportation, U.S. Department of Homeland Security

Suggested Additional Reading
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